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| Introduction & Scope of Policy

Il This policy is based on the requirements of the latest Information Commissioners Office (ICO) Data.
Sharing Code of Practice. The policy will help ensure any sharing is fair, transparent and in line
with the UK Data Protection Act/UK CDPR 2018, Data Use & Access Act 2025, Children’s
Wellbeing and Schools Act (SIBLA of Children Act 2024) 2026 and the rights and expectations of

the people whose information is being shared.

[.2 Information to a child’s welfare covered bg tis pochg may include information relatmg to another
individual connected to the child where it may assist in the safeguardmg or- welfare assessments.

2. What do we mean by data/information sharing

2.1 Information sharmg is the disclosure of data from one or more organisations o a third party
organtsatton(s), or the sharmg of information between different parts of the School.

2.2 This poLch covers the shartng of personal information on a systematic and excepﬁonal basis.

2.2 Systematic Information Sharing
This involves the routine sharmg of the same or similar information for the same person between a
set number of organisations. Shartng ordLnarng takes place under the conditions of an agreed

information sharmg agreement.

2.2.2 Exceptional Information Sharing
These are one off adhoc decisions to share information


http://ico.org.uk/for_organisations/data_protection/topic_guides/data_sharing
http://ico.org.uk/for_organisations/data_protection/topic_guides/data_sharing

2310tis important to remember that data protection prmchLes also applg to information shared within
the School as well as sharing with external organisations.

3. Information Sharing and the Law

3.1 The School derives its powers to share information from either Acts of Parliament or other legislation
that governs the School’s activities.

3.2 The furst point to consider before sharing information is what legal basis is there to share
information. The Lega[ basis will ordLrw.rng fit into one of three categories.

3.2.| Express obligations
This is where there is an established legal requirement for the School to share information. An
example of this would be legislation that requires the School to share information with Her
Ma. jesty’s Revenues & Customs (HMRC) for taxation purposes.

3.2.2 Express powers
The School will be given legal powers to enable the sharing of information. An example of this is
the Strengthening Families programme that allows the School to share information with the
Department of Work & Pensions (DWP).

3.2.3 Implied powers
Certain legislation regulates how School services are run but does not give express powers to share
information. However to meet the requirements of the legislation there is implied power to share
information. An example here would be the Children’s Act which requires School’s to protect
children. To protect a child the School may have to share information with a number of
organisations.

l.  Deciding on Sharing Personal' Information

LI There are a number of factors to be considered before personal information sharmg takes place. The

following questions need to be considered before sharing.

L 1.1 What is sharing meant to achieve?
A clear objective for sharing should be identified. This will assist in deciding on what elements of

personaL information need to be shared.

4.1.2 What information needs to be shared?

! The term personal information is used to generically include personal and sensitive information



Only the elements of personal information required to meet the objective identified should be

shared. Where opinion is being shared it should be clearly denoted that this is an opinion being
shared.

L 1.3 Who requires access to the shared information?
‘Need to know’ principles should be applied. Individuals should only be able to access shared

personal information if they need to.

k| % When should it be shared?

It should be recorded whether the sharing was on an exception or systematic basis.

L.1.5 How should it be shared?

Externally — Personal information should only be shared securely, e.g. electronically using secure
email or hand delivered to named individuals or sent by post (specLal deLLverg/ secure courier)
dependent on the level of sensitivity of the information being shared.

Internally- If sharing is electronic and to/from @telford.gov.uk or @taw.org.uk then this a secure
method. However the correct recipients details should be checked before an email is sent (Remember
FREDI). If hard copy information is being shared then hand dellverg/ collection should be

considered for specLal category (verg sensitive) personal information.

L 1.6 What are the risks in sharing and not sharing the information?
A number of questions should be asked such as what is the potential benefit/harm/damage to an
individual whose personal information may be shared, will an individual be likely to object, etc.
Any decision not to share should:
- ldentify anticipated harm to the child
- Compare this harm to the likely impact of not sharing
- Consider whether redaction, restrict recipients to sharing or other safequards would allow
partial sharing
- Be discussed with relevant individuals, i.e. DSL, Headteacher, etc.
- ldentify if this decision may affect another organisation’s function

- Be fully recorded

Information does not have to be shared if sharmg would be more detrimental to the child than not
sharmg.

L 1.7 Can the objective be met without sharln.g the information or bg anonymising it?
If an objective can be met bg sharmg anongmtsed information or bg not sharmg personal
information at all then the obJ'ect'Lve should be met in this alternative way.

ly 1.8 Record what you have shared.
Once you have decided there is adequate justification to share personal information then the
actual sharing should be recorded including what information was shared, to who, when and by
who.



ly.2 Obtaining consent from individuals to share their personal information should also be factored into

the decision making process for sharing information. Consent should be a positive action, specific,
given freely, granular and provide an informed indication of the wishes of the individual that they
agree to how their personal data will be processed. However note consent is not generally required
where information is shared under section I6LA. Staff should not state that sharing is optional
where a legal duty to share applies.

4.3 It is not aLwags appropriate to obtain consent from an individual (or in fact inform them that

sharing is taking place) for sharing their information. Consent is not needed for all aspects of
personal information sharing. An example of this is where the School is required to provide the police
with information for the prevention and detection of crime or for the protection of
children/vulnerable adults. However a legal basis detailed in the UK Data Protection Act 2018 is
always required before any sharing occurs. In general Article 6(1)(c) and/or (e) will be the legal basis
for sharing and Article 4(2)(g) where special category information is shared.

lt I Where sharing takes place, staff should be able to explain.:

- Why information is shared

- What information will be shared

- Who will receive the shared information

- What are the limits to confidentiality

- What will happen after sharing takes place

L5 Sharing should not be limited to smcegu,ard.mg/ child protection. The duty to share also covers early

5.1

heLp, any emerging concerns, prevention, unmet needs and welfare concerns. Disclosure under section
I6LA does not breach a dutg of confidence. The school must share where the section I6LA criteria
are met.

Fairness and Transparency

To share information in a fair and transparent manner, individuals should be aware of which
organisations are sharing their personal data, with whom and what it is being used for. Fairness also
relates to how personal information is shared in that this should happen in a reasonable way that the
individual would not reasonably object to. However there are certain exceptions to this, see I3 above.

5.2 Fairness and transparency can be achieved bg the use of privacy notices which, as a minimum, tells

an individual from whom information is be'mg collected whg their information will be shared and
who it is going to be shared with (either named organisations or types of orgamsatton). See guidance
note on privacy notices for further information.



6. Security When Sharing Information

6.1 The UK DPA 2018 requires the School to have adequ,ate technical and orgamsattona[ measures in
place to protect personal information. This requirement also covers when the School shares
information.

6.2 There are a number of security issues that should be considered in respect to shared / shartng the
information.

6.2.1 Information must be shared in a secure manner, see paragraph .15 for further detail.

6.2.2 Information received from other organisations should be reviewed to ensure there are no conditions
of use attached to it and it needs to be kept secure.

6.2.3 Information sent from the School to other organisations should be reviewed to ensure officers
understand who will access it and for what purpose.

6.2+ Special category (sensitive) information shared should be afforded additional security.
0.2.5 The level of impact of a data breach on both the individual(s) and the School

6.3 For more information on reqqued security arrangements p[w.se read the Schools Information Secu.rttg

Policy.

7. Governance Arrangements

7/ ResponsLbLLLtg for sharmg information lies with the Information Asset Owner’. The Information Asset

Owner is the Head Teacher.

7.2 The Information Asset Owner should ensure there are appropriate arrangements in place to share
information that complg with the requirements of this pochg.

7.3 A further element of governance in respect to information sharmg is the use of information shar'mg
agreements (ISA’s). An information shaang agreement sets out a number of common rules to be
adopted bg the various organisations involved in the data sharmg operation.

7 L1t is good practice to have an ISA in place if information sharing is taking place on a large scale or

on a regular basis.

7.5 The absence of an Information Sharing Agreement must not delay or prevent sharing where a legal

duftg/ section |OLA applies.
8. Reporting Security Incidents
8.1 If the information shared is compromised, e.g. sent to an incorrect recipient, viewed by an

unauthorised individual, etc. the School’s Information Security Breach Procedure (ISBP) should be
instigated immediately.


http://ecouncil/Governance/InformationGovernance/Documents/information%20security%20breach%20procedure-final-1415-v1.0.doc

8.2 As per the ISBP procedure, all potential information security incidents should, as a minimum, be
reported to the School Business Manager/ Head Teacher and the Data Protection Officer as soon as
the incident has been identified.

4. Contacts and Further Information

ql Appendtx | prodees 5 steps to effective data sharmg. This can be used as a reference when
considering sharing information.



5 Steps to Effective Data Sharing

Do you have the

power to share?

What information
should | share?

How should the

information be
shared?

Record your
decision

\

é N
Do you think you
should share?

\ V.
é N

What are the risks
of sharing or not
sharing?

.

Is an individual at
risk of harm?

Is there a DPA
exemption allowing
me to share?

Is there legislation
that allows you to
share?

What is the nature
of information, e.g.
was it given in
confidence

~

Have you received
legal instruction
to share?

~

Only share what is
necessary

N

Distinguish fact
from opinion

/
N

What are risks of
not sharing?

Use SCS / GCSX for

sharing or hand /

special delivery for
hard copy

Only shared with
the correct
individuals — check
recipient details

/

\

Consider informing
individual that their
information has

Record data
sharing decision
and reasoning for
this

If you share record
what information
was shared, with
who and for what

been shared /

Record when it was
shared, justification
for this and if
consent obtained

\ /N _/ %/\‘




